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The Challenge

* You need to ensure that corporate
information security policies are
applied validated and maintained.

* You need to be able to readily
Implement access changes based
on changes within their organization
or legal regulations.

* You want something simple that
provides overall access
transparency
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The Challenge

How do | get an overview

of Permissions in my
Why do users need folder structure?

Edit Permissions to How can | quickly edit

permissions on many
items?

see Permissions?

How do we undo changes

to permissions?
P How do | quickly replace

or remove a user on many
items?

How can | be sure that

the changes | am making

have the desired How do we see what

outcome? access a user really has?
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The Challenge

How do | get an overview
of Permissions in my

Why do users need folder structure?
Edit Permissions to
see Permissions?

How can | quickly edit

Nnarmiccinne Ann Many

How do Managing Permissions in Content Server
to permi It doesn’t need to be hard!

IneImns 7
How can | be sure that

the changes | am making
have the desired
outcome?

How do we see what
access a user really has?
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Fastman Permissions Manager

Fastman Permissions Manager is the most complete permissions
management solution for OpenText Content Server.

It simplifies management of Content Server access controls, reduces
the risk of information leaks, and enables sound internal information
controls.

)/ Fastman 5
- ‘“©“—@" @« — s



‘ ‘ ThanRks to Permissions Manager we are how
able to prove our compliance almost
Immediately whenever audits takRe place.

Markos Dolopikos
Black Sea Trade and Development Bank
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Fastman [Permissions Manager

ons Overview for: Projects

View and manage Content Server
: Permissions easily, quickly, safely

o 1Y
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Rich, Interactive Dashboard

Permissions Overview for: Corporate Services |%a||Eo| (G|
%) Copy Permissions % Rollback Permissions @) Copy () Replace issions Filter: | |E. [ sShow effective permissions
€0 F Bp 7z f I3 8 ¢
] Mame User/Group g ’g? % EE §§ % gr = §§ Aetons
@ 2 L7 &
B3 corporate Senvices ~ B & ™ 25 admin v it Perms
W 28 pefaulcroup (47)
8P pubkic Access
M E2 Fastman steff (13) v
M © jied (Delete) 2625%
08 O eduation ~ ®© ‘?:}Mmu g oo Pennigons
3 L8 efaultGroun (47) v Run Report
@wb&cnm J J
L% Fastman staff (13) v
L scrocker
L & U certifiations v 95 admin . Y e
7 pefaultcroun (47) : : Run Report
Public Access
L & Copy of PorinuaCty.is £} ademin . Copy Pemissions
u| i v @:‘M J
FLE pefaultGroug (47) Run Report
@Pubﬁcﬂmm
[ @] pornuaCityds ~ © ‘E?:remm e
L8 pefaultroun (47) Run Report
&0 public Access
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Rollback Permissions Integrated

to any point in time reporting

Filter on specific user or
Group Permissions

Show effective Permissions
20 admin v N
W 28 pefaulcroup (47)

Select one or multiple items to
change

v o

L% Pastman staff (13) — AR
U soroder Select which Groups to apply
25 Admin v . A R
%t pefauitGroup (47) vy Run Report
89 public Access 7
o 25 i J o /. CooyPemissons
7 L% pefouiGroun (47) v Run Report
Public Access v
a e
0 3 | porinaCityds ~ © 25 Admin A v VA mm!__
L pefaultGrou (47) o v v Run Report
&P public Access e
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CSI16 fully supported

ft ~ OPENTEXT Content Server
Enterprise BDM Demo

B BDM Demol~

Y +

Type Name 4 Q

\ Q discuss

Size Modified

1item 05/03/201

n %// vmware-2.log O b < L - 350KB  04/13/201
Reserve ‘
Copy
Move
Add Version
Delete

Permissions Manager
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Edit [Permissions

C h an g | N g K Edit permissions for: Virtual permissions

Ownerlowner Edit Permissions for: Virtual permissions E— L?‘II
group, removing o f B fofp o8 I
groups and adding | ™ PR BRGNP

groups can all be

Default Access

done on the Edit 9B agmo P Y ¥ ¥ ¥ 2 2 @ 2 o
o 9 pefaultGroup (9) el v ®m & ® 0O O O 0O O
Perm|SS|ons page B pupic Access Ew ®w O O O O O O O
[demo-cle x| B @ @ @ @ O O @ O
2 DEMO-C-LEGAL(LEG) | Updste |[ Reset || Reverttoitem permissions | | Save aszemplate || Ciose |
B} DEMO-C-LEG-MANAGER(M)
DEMO-C-LEG-M-LAWYERS(LAW)
User/group selection using Permissions set can also be
auto-complete saves a lot of saved as reusable template
clicks
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Effective Permissions

So how are effective permissions accumulated?

i - ) ) Show the effective —
Effective Permissions for: AIIM - Preparing for an ECM Project Janu - : =]
permissions view for a
Groups contributing to the effective permissions of Suplin, Ingrid (G 7= = R U[S=1F u! ar: "Suplin, Ingrid (isuplin)” L. Apply

o

al p=d = @

0 =4 o F o %
[ z Zm & .3_3 @ g-l’ﬂ
User /Group @ ga o gaod Sy a Ao
2@ F F & ox g o

wn a @ @@ a

?@DefeultGroug ) Less Detail More d¢ ai

@ Public Access
DEMO-G-ICT (4) Less Detail More diai
Less Detail More d¢ ai

Webmasters Europe (3)
D Suplin, Ingrid (isuplin)
) Suplin, Ingrid (isuplin) (effective)

View how the

permissions
accumulate
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Virtual Permissions

Switch between “ltem Permissions” and “Virtual Permissions”

= No longer limited to
“‘what is actually set”

= Visually see
differences between

“ideal” and actual
permissions

);,y Fastman

AS|EH L]

Permissions Filter: |:] [}, [ Show effective permissions

o P n < o
¢ 3y & 2z §z § i2 ¢ §g
-4 = oS = M o — =

userlGrove °© B° F g€~ 3% {4 9§ & §- Actions
2] a w =
@

Mode: (_ Item permissions (® Virtual permissions

M 2 [} admin Edit Permissions

? s DefaultGroup(9
] @ Public Access

M [ pemo-C-GENERALUSERS(GUY(1)

? ) Admin
? [;fi\' DefaultGroup (9)
[@ Public Access

[E5 DEMO-C-GENERALUSERS(GU) (1)
8 DEMO-C-LEG-MANAGER(M) (1)

5 pEMO-C-LEGAL(LEG) (1)

/  Copy Permissions
Edit Permissions

Run Report

v
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Read Only View

| need to enable general users to see who has access...

Same familiar
interface

Actual permissions
respected (users see
only what they have
access to)

No ability to actually
change permissions

» Fastman

f -~ opentext| Content Server Q  w

< Bm Corporate Services ~

PR IN]

& Access to advanced
i functions (if authorized)

Item level actions
respected
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‘ ‘ We feel like our information is safer because
we are more easily able to understand the
security setup and have more effective control
over Its use.

Tina Willetts
WEL Networks
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[Permissions Templates

Select an existing permissions template

Edit Permissions for: Virtual permissions

Default Access

o B st P m M ¥ M M B &8 & ©
BB pefaultGroup (9) 2= @ ) O O O O O O O
& public Access = = %] O O | O O a O
Assigned Access @

2 pemo-cce0 (3) W= ®m 0O O O O O O O
8 DEMO-C-DOCUMENTCONTROLLERS(OC) (1) PWEw ®m 0O O O O O O O
B pemo-c.LEG-MaNAGER(M) (1) Y=ew ®m ® ® ¥ W 0O O O

| Update || Reset || Revartiotemparmissions | | Save asTempiste || Close |
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[RollbackR Options

Granular Rollback options, you are in control

Items to rollback permissions for: Corporate Services
Ttems: Type Name
@ s
@] DOC-1001-102-05 to roll-back
E3 Education
[ Finance
0] Health & Safety
Rollback options: Rolbockto: | o7 | (579 (2 ][ VI[5ea ] Select target date,
— 2 ves N of el [ ] number of folder layers,

what types of objects
and what permission
Select item types that are included when performing  rollback with the cascade option changes to process

v @ Public Access
W EE Assigned users and groups
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Reporting Module

Keep and share reports, fully integrated

[¥af [Rs[far
Filter: | I T Access directly from dashboard
T LiveReports and WebReports

[

=
Ip3

332120 ?
&

SUDISIA ]
332120

EETS
Mipojy
saNqURY
up3
SWwa)r
PPY
aAI253Y
SUOISSIWLIZd

Folder Hame Audit Date User/Group Affected
Electricity & Gas 23-Oct-2012 11:38:AM No Rights Full Permissions dominic husong (Delete) 46911
Electricity & Gas 23-Oct-2012 11:34:AM Full Permissions No Rights husong (Delete) 46911 husong (Delete) 46911
Electricity & Gas 23-Oct-2012 11:26:AM No Rights Full Permissions dominic husong (Delete) 46911
Electricity & Gas 23-0ct-2012 10:55:AM Full Permissions Mo Rights husong (Delete) 46911 husong (Delete) 46911
Electricity & Gas 23-0ct-2012 09:52:AM No Rights Full Permissions Admin husong (Delete) 46911
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Support for Enterprise Connect

“I spend most of my time in Outlook or Windows Explorer”

]
Deleted Items Configure
Archive Order Custom Views ic
Junk E-mail Rename I
Hoston AnBSy Add to Favorites
Outbox o Access Permissions
Set Notification :
RSS Feeds . Manager directly from
b Search Folder: ~ Permissions the Enterprise Connect
Permissions Manage function Menu in
4 Enterprise Ci Add em Outlook
[> CS 10 Fastmar Properties
4 CS10.5 Test Send To >
il %) DOC-0001-001
b Favorites DOC-0001-00(
I> My Workspace (davi... 7| fdgdfgdafd
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Braval Integration

Brava! installed?

Brava adds 3 custom set of permissions to Livelink. Depending on the settings these can consist ofr "Download & Print”. "Prin
i Braval”, "Publsh & Redact”, "Review Markups”, "Create & Edit Markups”, "Create Dynamic Stamps” and/or "Create Group- Manage Braval!
hased Views". The options below alow you to enable support for these permissions throughout the Permissions Manager perm issions

functions.

automatically if
Braval! is installed

Permissions Manager [ Overview: & True

@ False
Enable additional columns on the Permissions Manager / Ovenview page to show
Brava Permissions.

Edit Permissions: © True Administrators can
@ False control access to
Enable additional columns on the Edit Permissions page to handle Brava Permisions, Brava Functions

Replace User: ) True

@ False
Enable additional checkboxes on the Replce User page to handle Brava

Fenmissions.
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[Permissions Manager for OutlooR

Times New Roman - 12

FormatText  Review  Adddns
AN g @ Attach Fite =
Za B ID | E-E-
Attach Paste Show

cumel -

Untitled - Message (HTML)

=@
¥ Follow Up -

= attach Hem = 1 High importance

Q B |

o i Names Zoom | (Validate
i i - o weA-[ElEs ® = | [ signature - ture - | @ Low Importance F’m |
E Connect | Clipbosrd Basic Text 5 Include Tags | Zoom | Fastman
F domi I @Tast et.au g
rom * | domindc.carval man.
= oy Demg Sysiem;  glink;  Fastmaninfo;  Fastman Jobs; B Fastman Sales :E’“:“
Send e Invvahid Links: | Vahd Links | Inchecked Links l
e Dominic Carvahg;  Devid Henshaws; |
Redpent Link. Accessible Action *
Bt | hitn: ez 10Sjobes ssofisany. il frogertic ﬂﬂg dlforogertie| Uiser not Found | Action |
Subject:

J‘ <DemoSystem &fastman. com’

" bdmstubl
http:/fes105/otes ssofllisapi.di

bdmstub3
:/fes105/otes ssofllisapi.lil

operties/1555877

operties/1555878
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Ensure that people who
should be able to see

documents can, and
those that shouldn’t
can’t
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Happy customers

How do | get an overview
Permissions messes of Permissions in my

are a thing of the folder structure?
past Now I know what
permissions looks like

across my folder
My users can see and structure

search for permissions
without having to call
support Replacing or removing
users and groups is a
breeze

If one of my team or a

business user makes a
mistake we can fix it!

Seeing what access users
really have is easy

» Fastman




About Fastman

* OpenText Technology Partner (Finalist 2017)
* 10+ years in business

* Offices in North America, Australia, and Asia. Presence in
Europe

* Focused OpenText ECM Partner

* Products, Services

* Over 120 satisfied customers globally
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Some Happy Customers

Suncor) Canada SQKf @

ENERGY

“) edom AEROSPACE

Jemena Assuring Space Mission Success

i
i3
D=

Alcatel-Lucent

SOUTHERN CALIFORNIA
EDISON | AKEMlcom N
An EDISON INTERNATIONAL® Company

santee cooper’

R SURREY I%é’,; eiides

it waterbedrijf

CIAG
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Contacts
* Americas / EMEA
* Alister Grigg

e alister.grigg@fastman.com
* +1 310 721 2626

* Australia / New Zealand / Asia
* Weng Mong
* weng.mong@fastman.com
* +61 478 136 188
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